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1. Attached is a two-part r**pons« te Reference. 

Part 1 U a statement on “Traasiileos la Security" fey the 
Olttctor ol Security r«fleetin$; on th* implication* to security 
{tf 9 frun>slo| of changes la taUiUigeocc pr oeur e m out proce- 
dures through the years, Part Sift composite which blends 
ts* ofec t rveiioe# of many of owr rtuulqaiurter* and field persoa- 
nol who were polled and asked for a random sampling of *«««* 
ally problem* within the Clandestine Service e as seen from 
their vantage points . 

2. it ehould fen etreseed that the listing of problems 

In the In no sente constitut es a perfect enumeration , 

First, it is act sahaastiv*. feSaay other problems could fee 
mentioned ea the Mis of data now on haadj time permitting, 
additional research weald undoubtedly surface still mors areas 
of difficulty and concern. Secondly, the problem* mentioned 
are not mutually tseluiiw *** actually, they overlap consider- 
ably. The luting therefore should fee taken, as intended, as a 
ran dom sampling, as it basis for further discussion, as a 
star t ing point for long -range interaction between the Clandestine 
Services and the Office of Security as problem solving efforts 


are uadeiNUtheii. 
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>. 2t It atroaglf f*U htrt tint jtroi^i to ea« 
?r»U**n* 4*pto will «t*m toat usually to* fe»*to to to* 
dtffto to ly to n*t to m program, Imtitfitti 

ffcalattoo a, tie. # feto rtlhtr to to to* 4*s*y to •*m« to 
Nw« to* program, to cir«umv*»t th* r«gutot too# or ms 
to adopt * ttotow attitude whIU pt**4tag to* «**« to 
t tonal *xp*4l*&ey« 

4. Ato* wwrtoy to ttaderecortog to to* potot that 
toto4 Ktbltm ***** are *•! raaaat itoatwariaa of oar*. 

to*m ar* ratoar *14 • tor to* to*l tow* beea roatotato 
to aolattos. All to tfe*& ar« stotor study atoattv* r#c«toto* 
attoattoa. 

** **** •** ** produc* ** objective, coa* tractive 
•todf without c* litotom of Him* to apprsctatod aad our efforts , 
****** tot** future, wm tarry to* tame totoastos*. 
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transitions in mcm.nr 


to 194b when tm Central Intelligence Group came lata 
being, the security policies for toe eventual CIA program 
were first formulated. The policies wore predicated on to# 
organisational and operational concepts then set forth for to# 
future CIA with specific emphasis on the security of person* 
ael, 'physical assets, informational controls and the principle 
of "uesd-to-teoow” in toe dissemination and disclosure of 
intelligence . The Agency was small In sice and the concept 
of the intelligence community and its later- relationships were 
basically projections from toe planning hoard. The DDi and 
the 13130 were rather small organisations both in program and 
operational concepts , The SUP as a carry* over from ©S3 
was toe largest com penes* to the Agency. The ©OP (OS©} was 
toe principal collector of intelligence sued supplied a large per* 
centage of the. Agency tatiitligence take, also a considerable 
amount of economic intelligence was derived by toe ©HI from 
open publication sources and other intelligence from COhUNT 
sources. M this time SUP (090} to a large cadent operated 
as a self -enclosed component of the Agency and knowledge of 
M# personnel, their activities , methods of operations and 
programs were tightly contained and not revealed outside of 
lyjyp. 

Also at this time the coordination of iatelUgence 
analysis and intelligence collection with the other components 
ef toe intelligence community was rather limited. The other 
agencies were to a developmental stage endeavoring to formu- 
late their policies and concepts of operations. Tin intelligence 
components of toe ether departments and agencies of the com- 
munity did net enjoy stature or posit ton within their respective 
departments and the impact of their activities was little felt 
or ackno wledged * 
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There follewed * period ef tlow gradual daealopmeai 
in. caoa^oat&t ef CXd. and the earn* sitsutUifi efelalited 
with the iateiUgrac* component* to to* real of to* ladelligewea 
cammenttf * to to* Wt«r fitt ef iMt to* Idea# ef retort 
petttica! action and pa ycnolagieal warfare wara feeing. ®*»~ 
aidered. The bmitoi of Sewto Koras to J**»e Ittt mraraigiit 
changed toe cnatteu* ieeelepmeotoi approach «* aetiea totetli* 
#*a«* programs tog. The OK concept w*e tetredoced and 
a turUle dtlvt *w tetoklii to recrattmaa* <rf peraeanel, 

&*•«(» and enricret* prsgtame tor political action w*** lattiatod. 
At tot* time OK m& OSD «feU* easier mm head operated « 
two *ep**ate units, generally coordinating tJ»if actteitic* 
wiib each other. 

Up to tola tote* to* aeeiirtty **ac*|to of Oi© operations 
w*n haad-tattored wito a careful application af operational 
eecartty toahaigaas to *««h lataa «f apwattea* Operational 
projects war* generally email to »t*a and to* operational **- 
cavity principles could Is* readily applied . with toe a dess* 

»f OPC. heweeer* toe alitor* ef to* aew program* created 

•scarify difficult!*# . Thie wae ©e«aae toned by the 
inexperience of the peremael, the talftftatiea of large>*cate 
program* generally character i**4 fey Iee*a «r indirect control 
oear tec project acttofttoe, The traditional concept of a ea»# 
officer centrelttag toe agent er to* ifitititb* became gaslifted 
aad oiloted feeceuee of tie el** and a cal* af toe eperatton* to* 
vetoed. Tee todiract nature of operating a political action 
program together with tit* elusive or toa iadefiaafei* atoara 
*1 tea reeelta of aach eeiton did eat permit pe*ttlv* aacartty 
control*. Politic*! ectton did aot lead itoalf to toe aaalyel* 
of pro|e«t raealta aad toe pariarmaace and accompli# hnr «nt ©f 
Ilia todividaala engaged to to* program. 

is# a result, toe aecurtty harrier* controlling ©i© 
acttvttias end operation* began to break dee* through toe toe* 
pact of toaaa factor# and toe identity of Cm/ personnel, projects 
*ett*ttfe*a« teefenftgnea end method* of operation began. *a fee* 
eons* more widely knew;*. The »ul»*<iueat integration «f OSO 
and OfC *ce«t*rate4 tola trend, hi view of to* large* scale ad 
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involvement In * multitude of activities, 'SI Hip tty 

h ath in ttmi e nd share cnore Mf more basic information 
coacarniag clandestine activities * / 

During this period ODP continued t# be the principal 
producer of intelligence. However, I3#I was new producing 
basic end current intelligence on n much larger real* th** 
heretof&r*. The InielUgimes community w** growing and 
closer wfilKtiw was ilev elopi ag bo* «Mb wn# operating 
rather independently with He ews rule*, regulations, aewity 
conceit and procedure* . There enure S«U« vide variations 
in the degree and eadesi «T the wc«tty centre!* between the 
departments end agencies. Howl eluded t# the strict aecurlty 
standard* of CIA, There were wide variations ef what con* 
stltuted **»ee4~te-lu»ew , \ alee eeerc* protection varied 
according to the professionalism a ad public posture of different 
department* arid agenda*. 

in tt$$ the 17-2 program wae launched end eweralfh* * 
vast new source of intelligence cease into being. Intelligence 
requirements and priorities were levied ae t fee concept of 
p hotographic iateiligejaee fa Up came late being. Tide intelli- 
gence became the principal eeuree of tin* infor mation con* 
corned with the military ami political posture of the Qovsra- 
meat and the aatieaal security. The 0-1 introduced an InteUi* 
gence collection program involving field operation* with com* 
pleteiy overshadowed the concept of Area Division responsi- 
bilities thus introducing on a principal scale a epeetal pregram 
operating on a world geog raphical basis . The development of 
the field of technical intelligence was rapidly coding into being 
with its principal control and direction coming from the DD1. 
The techniques of collection were highly technical and the 
exploitation of the intelligence so derived wae through highly 
technical means and processes . The shift of the principal 
source of intelligence collection was moving away from the 
traditional DDP methods into the technical and scientific Held. 
Tide trend wae given additional acceleration with the launching 
of the lire! Austin* Sputaih in 19 »T and overnight scientific and 
technical Intelligence relating to the national security became 
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never envisioasd In to* early day* el If 46. These Activities 
encompass truly covert program* together with many pro- 
grams whica ar» »*®l*c<nr«rt or almost overt Ia nature. 

Mor* Ami more the truly covert Assets ia the clandestine 
intelligence 11*14 or* being drawn it to support overt type 
programs of a political, psychological sad cultural nature. 
There is clearly an erosion to toe control of the informa- 
tion relating to truly clandestine activities. This erosion, 
nowover, to not the result of security regulations, controls, 
practices or procedures but clearly stems from to# peroga- 
tive of toe bead of each service, namely, tot central of toe 
^nsed-to-feaow** of information, Each Chief of component 
must determine what Information relating to His activities 
should he revealed within the departments, the intelligence 
community and toe controller informational reporting Clow. 

If a Chief sees as erosion of knowledge concerning Ms source 
and method assets, ho must take that action which more 
adequately controls or protects this knowledge* At the earn* 
time he must review his programs as to whether or not truly 
clandestine' or sensitive source program* have become inter* 
woven with overt activities aad committed ns behalf of those 
activities where ho sow no leaagor controls Ms pregrams. 

• long with this has been toe departure from too highly personal 
control of source aad the cover of source that went with agent- 
type operations . Scientific intelligence involves highly 
’impersonal** sources for which different concepts of cover 
and control have evolved. There to clearly loss car# and 
concern over ’’Impersonal'* sources of iuteiUgeace in that few 
people know or understand the criticality of these sources and 
the meaner in which they operate in the collection of intelli- 
gence . am this gradual development takes place, other personal 
sources are inexorably drawn into this concept. 

The time is clearly at hand when toe sensitivity ef 
sources aad the importance of those sources to the national 
security should he differentiated from the vast area ef 
activities aad programs engaged in routing intelligence collec- 
tion and in support at collateral political, psychological aad 


£ 
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economic action, The sensitive •<»**«•• »*"»** ** *!?!!! 

from taw mainstream, carefully eootroltod *»* 
the information derived therefrom should to reported in the 
eubstance and net revealing of the eeaeltivs *«wc«» and 
methods by which that information was <&«*&•** tbto jaa 
fes acme «tthwt negatin g the substance and timeliness »* * 

iatormstton involved. Efforts along this line are being ***** 
in the programs of highly cempertmonted fcj|Mkg|j* eaeb 
as commanicetions latslilgwcc# TWM and 
certainly should be applied to tbe field of eianaessme totelU- 
genee. this principle, however, mast be recognised *m 
she categories of tofermattoa end tbe sensitivity of sources 
determined; and therefrom, e pregrem of careful cimttoi and 
protection applied. Agato,tto security regulations, practices 
and procedures are the meant by which these actions can be 
accomplished but it to the ’hmed-to-know” which mm»t to defined 
•ad this to the responsibility of the head of each intelligence 
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involving c»v«ri and MttOM *» 

individual* being considered lor «w«rt emptey- 
•meat, contact. consultation of utilisation 4a * 
support ca|A(4ty toy all non -are* ^tovtoten 43©/F 
compensate, *• «|j^uempeaent* ol to* ©0/# 
and 0O/R eacept^^^^wad 06A. H monitor* 
and supervises effort* and 

evaluate* tli* result* of iw»«tig«tloas So t#r»* 
of to* nature and «*a*ltivtty of toe eeaiemplatec 
utilisation of individual* proposed for clearance. 
Clearance# ere granted or disapproval* or* recom- 
mended wh«r<> Covert Security Clearance* , Cevert 
m carity Approval* or f-roprtotary AffMforol* «»• 
iiivolvtd, nod appropriate recor-iimendetteiui or* 
furnished to CI/OA In the onto* tovdvtog Opeim- 
ttonai Approval*, Seth branch** conduct continual 
research of organisation* and porceaalitta# of 
security signWtcaac* for reference to evaluating 
request* for covert clearance# ©r approval* . fooy 
also give security advice to other components of to* 
Agency with ireepect to to* utilisation o»d eeitaeility 
m individuals of interest. They give guidance on 
the te^ta'4 atat 1 on , ops ratios tad e ioatrot of covert 
projoeto, 

€, The toereughnes* 0*4 the on test «€ toe Hold toveetl- 
gotten 4a oil <Mt*e* ie of course gewemed by to* 
limitation* Induced by considerations each o* cover* 
the edgeades of to* ope rational requirement** toe 
sensitivity of to# propeeed adage* too ustoliiviy of 
tee project involved. In •elect cases* toe branch** 
have tii* o4d*4 advantage of resorting to to* polygraph 
program to assist in coming to a peeper security 
note rm inatien . 

p. it is felt toot area* of petenttoi weals**## or vainer- 
ability to cursed covert security procedure* are 
minimal. Ties procedures to »** currently Save been 
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developed wiir Ike put 10 to 1§ pout Ml are 
considered to be meet iffidtst **»<< secure for 
w !»•«*. Where waaluciMi, erosion and 
H**h*f* vulnerability may be discerned, It to 
loll that these ere dee to the many extraneous 
lectors that come Into ploy la the processing @1 
tbs covert clearance requests. Sub lectors may 
include extremely short deadlines, very demending 
operational requirements, excessive worb leads, 
operation of lector* beyond the control el the 
Division end Security Office (labor lees, etc.) 
loese security practice# by initial requestor#, sic. 
la support of the above statement, there are sub- 
milted a number of illustration* . 
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hWampt will be mt4a here to solve all the 
problem* mentioned and/or Implied above since 
ea analysis to depth involving the Clandestine 
Service* and toe Office el Security to dearly 
indicated . Two quick bed de pend a ble suggestion#, 
however, are offered; 

l. The breaches of toe Investigation* Division 
feel ttot toe appointment of qualified security 
»fftoe** to the Area Dtotetoa* aeedtog earn® 
woald jprawe ol treat eeaeflt to toe leader- 
leased ear# officer* and weal d e nhance dear- 
aaee procedure* immeasurably, t.g, Africa 
>iviikA, 

1. A thorough rsstudy and possible revamping of 
toe Contract Agent, Contract Employee ami 
Carear Agent categories by which channels 
m * J *P individuals, sometimes questionable 
ones, go op and are need without specific 
approval for specific atiUuttoi. 


B * ■* ?* **, to n ic" gtgw- 
itotofc ,g£ Dtvlslog ' 


A, 


3 


The Personnel Security Division of too Office of 
Security concerns itself with the evaluation of the 
suitability of poteen* for employment with, assign* 

**: ** «*• **" Agency, except Aged person- 

»ei, and with tie mo&itoriag of Agency per sonn el 
activities having security implications. This 
Division forwarded certain points as example* of 
prodem areas. They are described to to* para- 
graphs below, 

Ctover - areas of weakness or rules rebiiity to 
current procedures todude the methods of obtaining 


Approved For Release 2002/02/^5 : CIA-RDP78-04007A001 3001 10001 -8 


25X1 C 


Approved For Release 2002/02/25 : CIA-RDP78-04007A001 3001 10001 -8 


Next 2 Page(s) In Document Exempt 


Approved For Release 2002/02/25 : CIA-RDP78-04007A001 3001 10001 -8 



Approved For Release 2002/02/25 : CIA-RDP78-04007A001 3001 10001 -8 


C. U** Of *f to* FOA, UA, FCtA ond «H»* 

•tcwtty «Utr»ac« #y#tom* *r* «o*y to tocamoat. 

25X1 C 


4. Taar* i* * bMii to to *n*pictoa to** 
cm* offic**# r*ly unduly ©» to* FOA/OA 
•ystom. Ia*y §# Stood witi* a*« *»d 
di*«locttvo« a* though ttoy tod * fall 
security «l**y*nc* to go on. 

i>* Asolo* r or** difficulty iarolir*# to* ««rr*a* *!***§- 
ffteotioa of to* Agoney'* yafmUtion lotos 

.Staff Persona*! 

Contract P*r»o*a*i (Contract Employ***; Coatroct 
Ag*at*i Car*#r Ag*«t»| 

CmiclttBlt) 

ZNtoftal P*r*tMMl 

ft it sow impoMtol* to toll If stojoct* of «»« 
**«*rfiy tdlon or* Agent# or .£tojday#**» ©oetor* 
working os a f«* too I* wttoin tto MHfrtf Staff nr* 
•omttoet Coat rod Agontt* no nr* mmmm Instructor 
in OTA. Tto term* 0*4 to* itofortM ttoy d**ertto 
tov* income wry coaf***d« Joint offtot *ton®4 to 
applied to clearing up toi* or**. 

£« Aaettor or** of Sat*r«*ti **«urity flops r## oiling fro®* 
lock of etip*rvi*ory Aa *wmpt* I* lit* 

m*m wto l**t y*o? dropgod •* ***** *» 

•avsrol toy** ***• top*****®** “*«* wotolag to pry." 
didn’t o*k hi* gloat . ftotntod to toi* i* to* to*ton«y 



U 
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«tt Hm part of i«m« supervisor# to attempt *& mm 
mm Q(fi«a mi .Security or the Medical Staff a* a 
scapegoat or at least u a auhetftate for affective 
•upervisory action. Problem cases may be **m& 
through* 1 the staff routinely la the hop# 

that taieHaua #r psychiatric will he 

surfaced and that the Medics will take tdiaa, 


IQ. Se 



Problem s Within Clandestine Services From ^aai- 

,l,lrf "' ,r: ' 1 " "' r ~ rr * M ' T ' n nr " Ti " in ^'-' vf • 


The Physical Security i>ivi#i<*» conduct# research 
«a# develop* , tests ► establishes a&d maintain* 
aaf oguarda and technique* for the pretact ion of 
classified information and the prevention of .pay* 
steal penetration of Agency activities try unauthorised 
{enoMi monitor* through Inspection* and tsveeti- 
gati ewe as necessary, the compliance with security 
policies or sag el a ttoaei and fdstte and iatgdtttnettts 
the Agency safety and Bn prevention program * 

This division submitted dwtrvhioaa mm six areas 
of concern related to the Cl a ndes tine Service, 

These <j4> serration* ere eel hekiht of eH Tiae 
points of weakness that exist hat they do highlight 
the sorts of difficulties wider study at the moment 
within the Office of -Security. 


t ere currently ia use 
•ales which should 


oversees 

he replaced because they ere- mi inferior design and/or 
inferior materials. The solution Use is having a 
sufficient allocation of teds to enable overseas 
installations in program the orderly replacement 
of insecure ssfelcespittg equipment over the uest 
few years. 
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mentioned now i a indicative el one inescapable fact; 
£ A®y have not been solved; they are still problems 
•If restating tism now leads to steps toward improve- 
ment, the effort l» justified. 

B. Tide paper Is viewed as a first-step, the beginning 
of the Study. & is assumed that written and verbal 
follow-ups wiU occur in the months ahead. 
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